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Abstract1 

Background/Objectives: With the rapid development of Internet technology, more and more Internet users 

tend to store their data and information in the cloud, and the security of the existing cloud storage system 

has been criticized by people, which is not conducive to protecting the data and information security of users. 

Therefore, how to effectively guarantee the security of cloud user data becomes more and more important. 

Security cloud storage system is the key to solve this problem. Methods/Statistical analysis: A secure cloud 

storage system is implemented for the user’s cloud data security. Its main function is: in the user login phase, 

the strict user identity authentication method is adopted to control the user’s access rights and prevent 

illegal users from logging in. Firstly, the identify authentication scheme based on zero knowledge proof is 

proposed. Secondly, in the user data upload stage, the user data is split. Finally, the encryption algorithm 

based on elliptic curve is proposed to encrypt the user’s file splitting table. Findings: The experimental results 

show that, in the user identify authentication stage, compared with the traditional user authentication 

method, the security of user identify authentication can be greatly improved by using the identify 

authentication method based on zero-knowledge proof. Improvements/Applications: The secure cloud storage 

system based on ellipse encryption developed in this thesis can realize the security of user's data by 

encryption while considering the efficiency of data upload and download, and has a broad application 

prospect. 
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I. INTRODUCTION 

Recently, with the quickly development of Internet 

technology and the period of big data coming, the 

storage of user data takes more and more important, 

and various cloud storage platforms appearing 

resembles bamboo shoots after rain. 

Cloud storage[1,2] can provide a data access ser-

vice unlimited by space and time, as a system of 

storing and managing user data. By deploying 

storage devices to cloud storage to realize the 

transformation of local data storage to cloud storage. 

Cloud storage makes user data get rid of limited of 

data from local storage, which takes convenience for 

users who can gain personal data’s from the cloud by 

convenient equipment’s on situation that have 

available network and becomes a development and 

research direction[3] of cloud storage. Since Could 

storage technology was proposed, through it has 

transient time, which develops quickly and has wide 

development prospect. 

Elliptic encryption arithmetic was proposed by 

Koblitz and Miller in 1985 that is a public key 

encryption scheme. Its mathematical basis is the 

difficulty of calculating elliptic discrete logarithms 

on Abel addition group by using rational points on 

elliptic curves. Compared with RSA, DSA and other 

encryption arithmetic, elliptic encryption arithmetic 

has higher security, smaller storage space, faster 

processing speed. Lu Wenjie put forward an 

improved elliptic curve cryptosystem used to replace 

original private key encryption algorithm, in order to 

solve the secure electronic transaction(SET) protocol 

in the electronic commerce the problem of 

insufficient strength of encryption security, through 

the algorithm can improve the SET’s speed, 

performance and security. At the same time, a 

problem of dot matrix multi-plication consuming 

more time that affects data encryption speed in the 

ECC encryption process, through comparing with a 

few improved multiplication algorithm, putting 

forward a improved algorithm called NAF that can 

use less computational resource[4] in possessing 

better time complexity and further improve the 

security of elliptic curve cryptosystem. Liu 

Hengzhuang in order to solve the problem of 

coalfired power plant of the pollution emission 

monitoring among environmental protection, prevent 

the pollution of coalfired prowler plants to change 

remote transmission testing data such as unsafe 

behavior, who put forward a kind of hybrid 

encryption method based on the elliptic curve 

cryptosystem, by using the elliptic encryption 

algorithm to encrypt digital signatures to protect the 

data’s integrity, non-replaceable and non-

repudiation[5] and improve the reliability of data 

transmission. Umar Hayat and others[6] think the 

elliptic curve cryptosystem(ECC) than other key 

cryptosystems of the same size has higher security. 

However, it still has some troubles, they in order to 

solve these problems, then put forward a new method 

to construct substitute box(S box) and by defining 

the total steps of elliptic curve(EC) on the prime 

fields to generate pseudo random numbers(PRN), 

using research methods to generate EC instead of 

more traditional regular of higher calculating costs. 

The research purpose of object is design and 

implement a security cloud storage system based on 

the elliptic encryption that split, prepare and encrypt 

the data uploaded to the cloud by users. On the one 

hand, it can realize the disaster resistance if user data, 

that is, through backup, the user data can be 

nondestructive recovery after a server failure. On the 

other hand, through encrypting the data, it can 

decrease the risk of user data leakage, even if user 

data leakage, the thief only get splitting encryption 

data. 

The object’s meaning is: on the one hand, it can 

realize the cloud storage system and make users can 

unlimitedly get data from storing the cloud in time 

on any networked services to be satisfied with user’s 

need of getting data. On the other hand, it can solve 

the security problem of the existing cloud storage 

system by splitting the data and encrypting the data 

splitting table required for data recovery. 

 

 

II. RELATED THEORIES AND TECHNIQUES 

     Asymmetric Cryptosystem, also known as public 

key cryptosystem, was first proposed by Diffie and 

Hellman in 1976. It is derived from the concept 

of ”Public Key Cryptography” proposed by them[7]. 

Once proposed, this cryptosystem has attracted 

extensive attention and brought about a new 

direction of cryptography research. Compared with 

the traditional symmetric cryptography, asymmetric 

cryptography has many different characteristics, and 

they are two completely different encryption method. 

Asymmetric encryption method compared with the 

traditional way of symmetric encryption, which 

provides a safer method for the encryption and 

decryption of data. It uses a pair of keys, namely a 

public key and a private key. In the process of 

encryption, the private key only be by a party for 

safe keeping, and ensure the private key can’t leak, 

and the public key can be public, then sending any 

people of need it. In the process of encryption, only 

one of a pair of keys can be encrypted and the other 

can be decrypted to realize user encryption and 

decryption to data. For example, A and B want to 

communicate. At the time, A sends a communication 
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request to B, B receives the request sent by A, and 

sends the public key in a pair of keys to A, while 

keeping the private key in a safe place. After A 

receives a public key sent by B, and encrypts the 

communication by the public key that A wants to 

send to B and sends the encrypted communication to 

B. At this time, even if the message is intercepted by 

a third party, the third party can’t know the private 

key. Therefore, though the third party has obtained 

the message sent by A to B, it can’t decrypted and 

ensure the information sent by A to B can’t leak. 

And when B receives the public key encrypted 

information sent by A, it can use itself private key to 

encrypt it and obtain useful information. Different 

from the traditional symmetric encryption method, B 

only need send the public key to A and don’t send 

private key to A, which avoids the risk of the private 

key leakage and greatly improves the security of 

encryption. 

Based on token authentication, it is through the 

adoption of a certain object to identity authentication, 

requirements as a pledge to object must has the obvi-

ous characteristic, at the same time, it is not easy to 

be forged others[8]. This way of certification for 

authentication, which only need people show 

relevant trusted objects and can identity the person’s 

identity. This authentication method has been used 

for a long time, and it is also widely used in real life. 

The common ones are the use of Bluetooth access 

control card to authenticate the community resident, 

and the use of ID card to authenticate the personal 

identity. 

The identity authentication method based on static 

password is the most widely used identity 

authentication method in the Internet at present, and 

it is widely accepted by Internet users[9]. In this 

authentication method, each user needs to apply for a 

unique ID and corresponding password PW at the 

time of registration. Users need to remember their ID 

and password PW, and the user's ID will be stored 

together with the password in the authentication 

server when the user registers. When the user needs 

to conduct identity authentication, they only need to 

provide their ID and password PW to conduct 

identity authentication. 

Zero-knowledge proof (zkSNARK) is zero-

knowledge Succinct Non-interactive ARguments of 

Knowledge for short, it was written by S. 

Goldwasser, S. Micali and C. Rackoff in the early 

1980s. Zero-knowledge proof means that the certifier 

can realize the identity authentication of the certifier 

after a certain number of communications and 

questions with the verifier without providing any 

useful information to the verifier, so that the verifier 

thinks that the certifier is a legal user[10]. This 

method is often used for the demonstrator to prove to 

the verifier that he knows a certain thing or has a 

certain message, but in the process of verification, no 

information about the event or message will be 

disclosed, so as to ensure the secrecy of the event or 

message content while realizing authentication. In 

the process of zero-knowledge proof, there are two 

kinds of roles, namely, the demonstrator (also known 

as the demonstrator) and the verifier. The 

demonstrator needs to prove that he knows a certain 

event, while the verifier needs to verify the truth or 

falseness of the content given by the demonstrator. 

For example, A as the verifier, who picks up A 

wallet, while B as the verifier, who wants to prove to 

A that the wallet belongs to him. At this time, if B 

uses the zero-knowledge proof method to prove that 

the wallet is his, the following requirements should 

be followed: 

   1. Firstly, Proof A should not disclose any 

information about the wallet to Proof B, let alone let 

Proof B see the wallet; 

   2. Proof B then proves that he is the owner of the 

wallet by providing enough accurate information 

about the wallet. Certifier B can provide the color, 

size, brand and other information of the wallet, as 

well as the information of the contents of the wallet, 

such as how much money is in the wallet and what 

certificates are available. 

   3.The verifier A compares the information 

provided by the verifier B with the wallet found by 

himself to determine whether B is the owner of the 

wallet. If B is correct, then B is the owner of the 

wallet. 

Through the above process, the zero-knowledge 

proof that B is the owner of the wallet can be 

realized. In other words, the proof that the wallet is 

its own can be realized through some information 

under the condition that proof B does not directly 

provide the wallet to the verifier A. 

Elliptic encryption algorithm (ECC), first pro-

posed by Miler in 1985, is a public key cryptography 

system based on elliptic curve mathematics. Its main 

advantage is that it can use smaller keys than other 

encryption algorithms to achieve a higher level of 

security[11]. Elliptic encryption algorithm is based 

on WellStar’s equation, elliptic curve is the set of all 

points on the equation, and every point on the curve 

is smooth. Although it is called an elliptic curve, it is 

not an ellipse. It is named because the equation de-

scribing an elliptic curve is similar to the equation 

calculating the circumference of an ellipse. The 

specific implementation process of this algorithm is 

as follows: 

    1. A selects an elliptic curve Eo(a, b), and selects a 

base point G on the ellipse; 

2. A selects D as his private key, and uses D to 

generate a public key Q=dG; 

    3. A sends the selected information, namely 

Ep(A,B), G and Q to B; 
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    4. After receiving it, B encodes the plaintext to be 

transmitted to a point M on the elliptic curve, and 

selects a random integer K; 

    5. B calculates the C1=M+kQ,C2=kG; 

    6. After A gets the ciphertext, M can be obtained 

through calculation, and then the plaintext 

information transmitted by B can be obtained by 

decrypting the point M. 

 

 

III. DESIGN OF THE SECURITY CLOUD 

STORAGE SYSTEM 

A. User identify Authentication 

In order to guarantee the security of the user's data 

in the cloud and avoid the occurrence of the user's 

data leakage caused by others' fake login, this paper 

adopts the zero-knowledge proof authentication 

method to control the user's data access in the login 

stage. The user authentication process in the login 

stage is shown as follows, the C represents the cli-

entside and S represents the server: 

The specific implementation process is as follows: 

 
Fig. 1. User identity authentication process 

 

1. Need choose a random number r from the 

client-side of needing to authenticate; 

2.  Calculate by the client 

modex r m=                                     （1） 

Among them 

m p q=                                        （2） 

( 1) ( 1)n p q= −  −                      （3） 

gcd( , ) 1n e =                                  （4） 

3. The client-side sends the calculated x to the 

server; 

4. The server generates a number b from 1 to e and 

sends it to the client as a challenge; 

5.  Client-side computing 

modbY r B m=                    (5) 

     B is the user's private key; 

6. The client-side sends the calculated Y to the 

server as a reply: 

7.  Servers are calculated separately 

mode b

AD Y I m=                    (6) 

modd x m=                               (7) 

     IA is the user's public key; 

8. The server-side compares whether D and d are 

consistent. If so, the identity authentication is 

considered to be passed, otherwise, the identity 

authentication is not passed. 

 

B. User data folding and consolidation 

When the user uploads data to the cloud storage 

system, in order to solve the problem of slow up-

loading speed caused by the large single file, and to 

avoid the cloud storage manager obtaining the user's 

data information by copying directly from the cloud 

storage device, this paper puts forward the idea of 

splitting the user's data before uploading. After the 

data is split into blocks, different data blocks of the 

same file can be uploaded at the same time, which 

can greatly improve the efficiency of user file 

uploading. 

a. User data splitting 

When the user needs to upload the file, split the 

file firstly, the specific operation is shown in the fig-

ure below: 

 
Fig. 2. User file splitting process 

 

The specific realized process is: 

1. After the user successfully logs in, the file up-

loading operation shall be carried out; 

2. The client splits the files to be uploaded by the 

user into N pieces; 

3. The client gets the N +1 data blocks by XOR 

operation on the N pieces obtained by splitting; 

4. Upload the N+1 pieces data to different file 

servers; 

5. According to the results of splitting and up-

downing, the file splitting table is generated and 

record the file name before splitting, the number of 

splitting blocks, the file storage location after 

splitting and other information; 

6. Store the file split table in the management server 

after encryption. 
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b. User data consolidation 

The a shows that user data is after be broken up in 

the form of a block of data stored in the cloud the 

server. When the user needs to download data stored 

in the cloud, which needs to download the data block 

to the client firstly, and then according to the data 

splitting table for mosaic merger, the original file for 

users, the specific process as shown in the figure 

below: 

 

 
Fig. 3. User file consolidation process 

 

The specific operations are as follows: 

1. After the user logs in the client, he chooses to 

download the file; 

2.After the client gets the download information, it 

downloads the file splitting table from the 

management server and decrypts the file splitting 

table; 

3. According to the information recorded in the 

file split table, download n file data blocks from the 

corresponding file server; 

4. According to the sequence information of the 

file data blocks recorded in the file splitting table in 

the original file, the file data blocks are spliced and 

merged; 

5. The user obtains the merged files. 

 

c. User data backup and recovery 

The user data stored in the cloud is often faced 

with two security problems. On the one hand, the 

user data leakage caused by illegal theft can be 

protected by encrypting the data. The other aspect is 

the user data loss caused by the server failure and 

other reasons. In order to solve this problem, this 

paper encrypts the splitting data blocks to ensure that 

the user data is not lost. 

a) User data backup 

In order to realize the backup operation of user 

data, the splitting n data block files are obtained by 

XOR operation, and the n +1 files are stored in dif-

ferent file servers to realize the backup of user data. 

 

 
Fig. 4. Split into 10 data blocks 

 
Fig. 5. 11 data blocks after backup 

As shown in the example above, the original file 

was split into 10 data blocks in one operation, and 

the 11th data block was obtained through backup 

operation. 

b) User data recovery 

When any one of the servers is damaged, the 

complete user data can be obtained through the 

recovery operation to avoid the loss of user data 

caused by server damage. Because the backup is 

realized through the XOR operation, in the process 

of data restoration, only any n of n +1 data blocks are 

needed to realize the data restoration operation, 

which can not only improve the antidam age ability 

of the data, but also improve the speed of data 

restoration to a certain extent. 

In order to simulate the data recovery operation, 

which deletes one of the 10 data blocks above, as 

shown in the figure below: 

 

 
Fig. 6. Delete 1 data block 
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Through XOR operation, a deleted data block is 

restored, and the original file is obtained by splitting 

and merging, as shown in the figure below: 

 
Fig. 7. Original picture 

 
Fig. 8. Backup recovery picture 

By naked eye comparison, there is no visible 

difference between the two images. In order to 

further ensure the accuracy of the experiment, the 

subtraction operation was performed on the two 

images, and it was found that the data of the two 

images were also completely consistent, which 

proved the feasibility of the backup operation.  

d. Encryption of data split table 

Existing cloud storage systems can be divided into 

two categories according to their encryption of cloud 

user data. One is that the data uploaded to the cloud 

by users is stored directly in plaintext without 

encryption, with very low data security. The other is 

to encrypt all the data in the user's cloud. However, 

due to the large number of clouds, the encryption 

efficiency of this approach is relatively low and a 

large amount of resources will be wasted. 

In view of the above problems, this paper firstly 

splits the user data, and then only encrypts the data 

splitting table. Even if the thief obtains the data 

block stored in the cloud by the user, if there is no 

file splitting table, the data cannot be spliced, and 

only the binary string of meaningless digits can be 

obtained. Using only the data splitting table to 

encrypt can greatly reduce the amount of encrypted 

data and improve the encryption efficiency. 

The Elliptic Curve Encryption Algorithm is adopted 

for the encryption of the Data Split Table. The 

process is shown in the following figure below: 

 
  

Fig. 9. Data split table encryption 

The file split table encryption process is as follows: 

1. Firstly, Pm(x,y) is obtained by encoding 

plaintext; 

2. K is randomly selected and Cm is calculated. 

The formula is as follows: 

{ , }m m bC kG P kP= +  (8) 

3.  Send the calculation result to B and generate 

nB; 

4. Finally, the plaintext is obtained through 

calculation. 

( )m bP kP nB kG+ −   (9) 

 

 

 

IV. IMPLEMENTATION AND RESULT 

ANALYSIS OF CLOUD STORAGE PLATFORM 

a. Overall system design 

The security cloud storage system developed in 

this paper is a desktop application under the 

Windows system. By using the Java language for 

development, the underlying use of HDFS file 

management system, which can achieve user 

registration, login, data upload and download, file 

split and merge, file backup and recovery, file split 

table encryption and other functions. 

b. Detailed system design 

As mentioned in the previous section, the main 

modules of the secure cloud storage system include 

registration-login module, data splitting processing 

module, zero knowledge proof module and other 

modules. The detailed design content of each module 

is described below. 

a) Registration-login module 

The registration and login module mainly realizes 

the functions of user registration and login, and its 

specific process is shown in the figure below: 
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Fig. 10. User registration - login process 

 

The specific implementation process is as follows: 

1. User registration is required when the user uses 

it for the first time; 

2. The user uses email as the unique ID and fills in 

the password to register: 

3. After successful registration, the user ID will be 

saved in the server; 

4. After the user's account and password are 

encrypted, the ciphertext and hash value are saved in 

the server, and the hash value is also saved in the 

client. 

The login and registration interface of the system is 

shown in the figure below: 

 
Fig. 11. System login interface 

 

 
Fig. 12. System registration interface 

b) Data splitting processing module 

The data split processing module mainly realizes 

the split, merge, backup and encryption of user data. 

The specific process is shown in the figure below: 

 

  
Fig. 13. Data splitting processing module 

 

Specific work process is as follows: 

1. The user conducts login authentication. After 

the authentication is passed, the user chooses to 

upload or download data; 

2. When the user uploads the data, which splits the 

data first and generates the data separation table; 

3. The split data is stored in the file server after 

XOR backup operation; 

4. After encrypting the data split table, it is stored 

in the management server to complete the data 

upload operation; 

5. When users need to download data, they should 

first get the file splitting table from the management 

server and decrypt it; 



International Journal of Advanced Science and Convergence 2021 Mar ; 3(1):1-9 

8 

6. Download n data blocks from the file server, 

splice them according to the file splitting table, 

obtain the original file, and complete the data 

download operation. 

c) Zero-knowledge proof module 

The zero-knowledge proof module mainly realizes 

the user's identity authentication function, and the 

process shown in the figure below: 

 

 
Fig. 14. Zero knowledge proof module 

 

Its implementation process is as follow: 

1. User enters user name and password and clicks 

login; 

2. The client generates the random numbers and 

sends the calculation results to the server; 

3. The server generates challenges and sends them 

to the client; 

4. The client generates the reply and sends it to the 

server; 

5. The server analyzes the response generated by 

the client to confirm whether the login is successful. 

c. System test and analysis 

This paper designs a secure cloud storage system 

based on elliptical encryption, which focuses on 

security and the speed of file uploading and 

downloading. The following is a description of the 

testing work in these two aspects. 

a) Safety test 

Firstly, when do not know the file split table, make 

a test, through random piecing them to obtain the 

complete original file situation. Through the test can 

know, in the position of the file split table, the 

combination of file data blocks have n! varieties. 

Among them, n is the number of files splitting. For 

an image of 5M size, it would take 10 hours to break 

it into 10 pieces and get the original image by 

randomly piecing it together. However, when invalid 

interference data is mixed into the data block, it is 

impossible to exclude the interference data, so it is 

not feasible to obtain the original picture by means of 

random patching. 

Secondly, we conduct a password cracking test on 

the encrypted file splitting table. As the file splitting 

table adopts the encryption algorithm based on 

elliptic curve, the cracking time is required to test the 

computing power of the computer, and it will take at 

least 20 years to crack. 

According to the above tests, the security of the 

secure cloud storage system designed in this paper is 

relatively high. 

b) Test of transmission speed 

Main parameters affecting the cloud user 

experience is the file uploading and downloading 

speed, the cloud storage system designed by this 

paper and two of the existing cloud storage system 

under the environment of the same download speed 

test, this paper design the cloud storage system 

average down-load speed can be up to 16 Mbit/s, and 

the other two download speeds respectively 10 m/s 

and 9 Mbit/s. It can be seen that the cloud storage 

system designed in this paper has a great advantage 

in speed. 

 
Table 1. TILE DOWNLOAD SPEED COMPARISON 

 

Test time 

New Cloud 

System 

(Mbit/s) 

Cloud 

System(A) 

(Mbit/s) 

Cloud 

System(B) 

(Mbit/s) 

First time 14.3 9.0 8.2 

Second time 15.0 9.3 9.0 

Third time 16.0 10.0 8.9 

Forth time 15.5 8.9 8.2 

Fifth time 15.2 9.1 8.1 

 

 

V. CONCLUSION 

In the era of rapid development of Internet and 

computer technology, cloud storage system enables 

people to break away from the restriction of physical 

storage and easily obtain data from the cloud. How-

ever, the security of cloud data has been paid more 

and more attention by people, because it is in a com-

plex network environment. 

From the perspective of user data security, 

combining with elliptic curve encryption algorithm, 

this paper explored the cloud storage system, and 

made the following progress: 

1. In the user login stage, the zero-knowledge 

proof method is adopted to authenticate the user's 

identity, which can effectively avoid password attack 

and fake login. In the user data uploading stage, the 

user data is split to improve the speed of data 
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uploading. Through the XOR processing of data 

blocks, the user data can be backed up with low 

redundancy, and the data can be recovered after a 

server is damaged.  

2. In the aspect of user data encryption, the 

method of using elliptical encryption algorithm to 

only encrypt the data split table is proposed. The data 

security of the user can be guaranteed by encrypting 

the data splitting table. Since the data volume of the 

data splitting table is far lower than the file data of 

the user, the security is guaranteed and the 

encryption efficiency is greatly improved by 

encrypting the data fragmentation table in this way. 

3. Designed and completed a secure cloud storage 

system based on Hadoop framework, providing a 

method for the protection of cloud data security. 
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